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« Network Processes
— The SIR Model

. Markus Strohmaier 2009




Knowledge Management Institute

TU

Grazm

5 free tickets to the Digitalcongress in Graz
The KMI Online Marketing Challenge

Meet Barack Obama's campaign manager:

http://www.kmi.tugraz.at/staff/markus/courses/SS2009/707.000 web-science/kmi-om-challenge.htm

« Current Standings:

http://www.google.com/search?hl=en&num=100&g=websciencemaniac&btnG=Search

e Bea

,Websciencemaniac*

« Get your tickets:
Only 2 entries so far

Styria Medla International und Interactive.agency Invite you to the

DIGITALCONGRESS 2009

SUCCESSFUL WITH DIGITAL MARKETING

29. May 2009, Messe Congress Graz
The Highlight of o

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee

nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn
nnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnnn

David Plouffe

(Barack Obama's campaign manager)

. Markus Strohmaier

2009




TU

Knowledge Management Institute Grazm

Motivation

orks evolve? Are there ,natural laws
the evolution of certain networks?

How do netw
governing

With demos from http://www-personal.umich.edu/~ladamic/NetlLogo/

Examples of network evolution:

Gmail

 ,Invites” to join GMail )

. " I'd love to get a http://store.chumby.com/ but I'm §
* ,Invites” to buy Chumby rotoneof e coo” peopi who re v o
* ,Invites" to join Joost A pave winer

([ ] —— T

« Vaccination strategies for epidemics , %
J P
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Background
[Newman 2003]

« First example of a scale-free network (Price):
— Network of citations between scientific papers
— Both in- and out-degrees had power-law distributions

* Answered the question: How do power law distributions
emerge”?
— “the rich get richer”

— In other words: the amount you get goes up with the amount you already
have

« The “Matthew affect”

— “For to every one that hath shall be given” (Matthew 25:29)
— (in german ~ “wer hat dem wird gegeben”)

e QOther labels

— Cumulative advantage
— Preferential attachment

« Evident in scientific paper citations
— The rate at which a paper gets new citations is proportional to the number
that it already has Wwhy do you

"
hink 1S that:

. Markus Strohmaier 2009
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Giant Components - Demo

 When do Giant Components emerge?

http://ccl.northwestern.edu/netlogo/models/GiantComponent

ticks: 79 [ Q normal speed
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Two Assumptions
[Leskovec 2000}

“Conventional Wisdom” that networks that evolve are characterized
by
« Constant average degree
— Edges grow linearly with edges

« Slowly growing diameter
— Growing diameter with the addition of new nodes

Empirical observations show that

« Networks are becoming denser over time (densification power
laws)

- Effective diameter is in many cases decreasing as networks
grow (shrinking diameter)

. Markus Strohmaier 2009
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Empirical Observation: Densification

[Leskovec 2000}
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Figure 1: The average node out-degree over time.[Notice that it increases, in all 4 clatasets.]
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Empirical Observation: Densification

. Markus Strohmaier

[Leskovec 2000}
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Empirical Observation: Effective Diameter
[Leskovec 2000}
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Motivation
[Leskovec 2000}

What underlying processes cause a graph to
1. systematically densify?

2. experience a decrease in effective diameter even as
its size increases?

But first, let’s take a step back

. Markus Strohmaier 2009
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Graph Generators Why are We
interested In
[Leskovec 2000} simulating graph

evolution?

“What if we could develop algorithms that are capable of
constructing networks that exhibit similar characteristics as
observed in “real-world” networks?”

We could do interesting things, such as:

« Extrapolations
— predicting future network development
« Sampling
— Drawing a sample and generalizing to the entire population

« Abnormality detection
— ldentifying deviations from “normal” network behaviour

 Simulation
— Exploring “what if” scenarios, e.g. deletion of hubs, network resilience

. Markus Strohmaier 2009
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Simple Graph Generators
[Newman 2003]

Can we develop an algorithm that constructs random graphs?

Algorithm:
Take some number n of vertices and connect each pair (or not)

. - \
with probability p (or 1-p). Oo\‘\e'

The Erdos-Renyi / Poisson random Graph

G(n,m) the set of all graphs having n vertices and m edges, each
possible graph appearing with equal probability

For example: G(3,2) is the set of all three graphs having 3 vertices
and 2 edges, each graph has probability 1/3

->Does not mimic reality (Qd() Qg)o QBCD

. Markus Strohmaier 2009
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g CMU SCS
Poisson vs. Scale-free network

Faloutsos / Leskovec
ECML/PKDD 2007

ﬁ%ﬁf//ﬁ!ﬁ?

Poisson network

(Erdos-Renyi random graph) Scale-free (power-law) network

Degree
|‘| distribution is Function is
Faloutsos&Lesk Power-law scale free it
Degree distribution is Poisson gcpipkop 20— Jlax) = c fix)
. Markus Strohmaier 2009

16



TU

Knowledge Management Institute Grazm

Random Graphs
[Faloutsos / Leskovec ECML/PKDD 2007]

"1 Pros:

— Simple model
— Phase transitions (giant component with avg. degree >1)
— Giant component

1 Cons:

— Degree distribution
— No community structure
— No degree correlations

1 Extensions:

Configuration model
— Random graphs with arbitrary degree sequence

. Markus Strohmaier 2009

17



Knowledge Management Institute " Grazm

The Configuration Model

Consider the model defined in the following way.

We specify a degree distribution p,, such that p, is the
fraction of vertices in the network having degree k.

We choose a degree sequence, which is a set of n
values of the degrees k; of verticesi =1 ...n, from
this distribution. We can think of this as giving each
vertex i in our graph k; “stubs” or “spokes” sticking
out of it, which are the ends of edges-to-be.

[Newman 2003]

. Markus Strohmaier 2009
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The Configuration Model

Then we choose pairs of stubs at random from the
network and connect them together. It is
straightforward to demonstrate that this process
generates every possible topology of a graph with
the given degree sequence with equal probability.

The configuration model is defined as the ensemble of
graphs so produced, with each having equal weight.

[Newman 2003]

. Markus Strohmaier 2009
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The Configuration Model:
Example

1. Define a degree distribution (e.g. 3,2,1,1,1)

2. Specify degrees for each node, based on the degree
distribution (e.g. A->3, B->2, C->1, D->1, E->1)

3. Insert an edge between two arbitrary nodes in your node set
that have not satisfied their specified degree yet.

4. Repeat step 3 until all node degrees are satisfied.

2

%

@ 1 ®1 1 ®1
e W
@ ©2 2

©

Example

/ Specified degree satisfied

Specified

. Markus Strohmaie&\node degreeJ 2009
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The Configuration Model:
Example |l

Another perspective:

Configuration mode|

* o
Y- O

0\
o) \\o o)
o o o
/
o o o /
o) (o] /
o_ ] Faloutsos / Leskovec
ECML/PKDD 2007

Example

. Markus Strohmaier 2009
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The Configuration Model

« Can reproduce networks with power-law distributions
— Accepts arbitrary degree distributions as input

* Does not explain the natural emergence of power law
networks

* Does not explain network growth / evolution

. Markus Strohmaier 2009
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Generating Scale Free Networks
[Barabasi and Albert 1999]

To incorporate the growing character of the network, starting with a small number
(m,) of vertices, at every time step we add a new vertex with m(sm;) edges
that link the new vertex to m different vertices already present in the system.

To incorporate preferential attachment, we assume that the probability 1 that a new
vertex will be connected to vertex i depend onnectivity k; of that
vertex, so that Degree of

Probability of a neﬁ Vertex i

vertex attaching to a ( he sum of

vertex i with degreem n(k )} {k /[ZJ kj}%all vertlces}

degrees

In other words: the probability is the degree of vertex i divided by the sum of all
nodes’ degrees

After t time steps, the model leads to a random network with t+m, vertices and mt
edges.

This network evolves into a scale-invariant state following a power law (satisfies the
two conditions: Growth and Preferential Attachment).

. Markus Strohmaier 2009
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A—F® o

Generating Scale Free Networks
[Barabasi and Albert 1999]

Example:

1. Specify a starting network with a given number of vertices m, and an initial set
of edges (e.g.: #edges = 3); initialize t=0
2. Define the number of vertices a new node is required to link to (e.g. m=2)

3. Calculate the probabilities Il that a new vertex will be connected to vertex i by
calculating I(k;) = k; / 3 k

4. Add the new vertex. Add edges according to the calculated probabilities and m

5. Sett=t+1 at time t: t+m, vertices

6. While t< 3 Goto Step 3. at time t: mt edges added
7. Terminate @

-

© ® /© © - o) =51 14
[Nk =4/10 M(ky) = 2/ 14 )=
f= 0 [I‘I(kA)=3/6} t=1 M(kg) =2/10 t=2 N(ke)=1/147 =3 ko) = 2
m, = 4 HEEB; = 1 ;6 # vertices: 5 2((:(:)) = :: // 1(()) # vertices: 6 MNkp)=1/14 # vertices: ? M(ke) =
_ M = 6 #edges n) = #edges M(ke)=3/14 #edges M(k.) =
m=2 c _ : E _ (ke)
Niko)=1/6 29992 | [qgy=2/10) added: 4 Mky) = 2/ 14 added: ? MNkg) =

. Markus Strohmaier 2009
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Generating Scale Free Networks
[Barabasi and Albert 2003]

BIRTH OF A SCALE-FREE NETWORK

A SCALE-FREE NETWORK grows incrementally from two to 11 nodes in this example. When deciding where to establish a link, a new node
(green) prefers to attach to an existing node (red) that already has many other connections. These two basic mechanisms—growth
and preferential attachment—will eventually lead to the system's being dominated by hubs, nodes having an enormous number of links.

© ®

. Markus Strohmaier 2009
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Generating Scale Free Networks
[Barabasi and Albert 1999]

Because of preferential attachment, a vertex that acquires more
connections than another one will increase its connectivity at a
higher rate; thus, an initial difference in the connectivity
between two vertices will increase further as the network
grows.

Thus older (with smaller t. ) vertices increase their connectivity
at the expense of the younger (with larger t; ) ones, leading
over time to some vertices that are highly connected, a “rich-
get-richer” phenomenon that can be easily detected in real
networks.

But, [Faloutsos / Leskovec ECML/PKDD 2007]

« all nodes have equal (constant) outdegree (in a directed
network)

 one needs complete knowledge of the network (knowing the
degrees of all nodes)

. Markus Strohmaier 2009
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http://ccl.northwestern.edu/netlogo/models/Preferential Attachment. Center for Connected

Demo — Preferential Attachment
Wilensky, U. (2005). NetLogo Preferential Attachment model.

Learning and Computer-Based Modeling, Northwestern University, Evanston, IL

http://www-personal.umich.edu/~ladamic/NetLogo/index.html
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Edge copying model
[Faloutsos / Leskovec ECML/PKDD 2007]

. Marku

% U http://videolectures.net/ecml07 _leskovec mig/

Edge copying model

But, preferential attachment does not have
communities

Copying model [Kleinberg et al, 99]:

= Add a node and choose & the number of edges to add
= With prob. S select k random vertices and link to them

= With prob. /- edges are copied from a randomly
chosen node

Generates power-law degree distributions with

exponent ]/(]-ﬁ) o P
' ys ' '/ )o
Generates communities -/‘mé(l
(‘-?ﬁ?"\f\“‘i‘
Faloutsos&Leskov o Part 1-41
ECML/PKDD 20C, New node

28
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Forest Fire Model
[Faloutsos / Leskovec ECML/PKDD 2007]

% CMU SCS

Forest Fire Model

But, we do not want to have explicit
communities

Want to model graphs that density and have
shrinking diameters
Intuition:

= How do we meet friends at a party?

= How do we identify references when writing
papers?

outsos&Leskovec Part 1-44

ECML/PKDD 2007

. Markus
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Forest Fire Model
[Faloutsos / Leskovec ECML/PKDD 2007]

% CMU SCS

Forest Fire Model

The Forest Fire model [KDDO035] has 2
parameters:

= p ... forward burning probability

= ... backward burning probability

The model:
= Each turn a new node v arrives
Uniformly at random chooses an “ambassador’ w

Flip two geometric coins to determine the number in-
and out-links of w to follow (burn)

Fire spreads recursively until it dies
Node v links to all burned nodes

. Marki Faloutsos&Leskovec Part 1-45
ECML/PKDD 2007
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Forest Fire Model
[Faloutsos / Leskovec ECML/PKDD 2007]

% CMU SCS

Forest Fire Model

Forest Fire generates graphs that
densify and have shrinking diameter

E(t)
“T | densification 61r diameter
10° il
) 59
g’m‘- = 58F
@ | Y
: 132 5 s
g b g 5.6/
102_ :'5 5.5
1 —Edsg.,:q x"l-” R?=1.00 >

10° 10 10° 0 2000 4000 8000 1000

10 . N
Lo Number ¢
K umber of nodes N(t) ECML/PKDD 200/ (t)
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Forest Fire Model
[Faloutsos / Leskovec ECML/PKDD 2007]

Forest Fire Model

Forest Fire also generates graphs with
Power-Law degree distribution

107

in-degree

10%

out-degree

10"

10"}

0

10

. Mark

10°

" log count vs. log in-degree ... log count vs. log out-degree |
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Network Generators: Description and Survey

Table Il. Taxonomy of Graph Generators

Degree distributions
Graph type Power law
Self | Mult. |Geog Exp. |Devia-
Generator Undir | Dir. |Bip. |loops |  edges info Plain cutoff| tion |Expenential
Erdis—Rényi [1960] W W W i
PLRG [Aiello et al. 2000], A i N any ¥ (Eq. 15)
PLOD [Palmer and Steffan 2000] {user-defined)
Exponential cutoff iy vy o~y any y (Eq. 16)| ./
[Newman et al. 2001] {user-defined)
BA [Barabdsi and Albert 1999] i y=3
Initial attractiveness v i o y €12, 00)
[Dorogovtsev and Mendes 2003] (Eq. 3.2.2)
AB [Albert and Barabasi 2000] e i e y €12, 00) i
{Eq.22)
Edge Copying [Kumar et al. i Wy el el v
1999],
[Kleinberg et al. 1999] (Eqgs. 23, 24)
GLP [Bu and Towsley 2002] e i e y (2, 00)
{Eq. 26)
Accelerated growth " e " Power-law mixture of
[Dorogovtsev and Mendes 2003], y=2andy =3
[Barabadsi et al. 2002]
Fitness model Vi y = 2.255!
[Bianconi and Barabasi 2001]
Aiello et al. [2001] o y €12, 00)
{Eq.30)
Pandurangan et al. [2002] i - y =17 Wi
Inet-3.0 [Winick and Jamin 2002]| ./ y =P N
Forest Fire e y =7
[Leskovec et al. 2005]
Pennock et al. [2002] s i s ye[2, 00f o
Small-world o A o
[Watts and Strogatz 1998]
. P Waxman [19588] A N N
D. Chakrabarti and C. Faloutsos. Graph mining: RITE (Madina ot 2l 2000] i v o
Laws, generators, and algorithms. Yook et al. [2002] J J y =7 J
Fabrikant et al. [2002] o A y =7
ACM CompUt' SurV., 38(1 )’ 2006. R-MAT [Chakrabartietal. 2004] | | V| V| N y =7 N
(DGX)
This table shows the graph types and degree distributions that different graph generators can create. The graph type can
. Markus Strohmaier be undirected, directed, bipartite, allowing self-loops or multigraph (multiple edges possible between nodes). The degree
distributions can be power-law (with possible exponential eutoffs, or other deviations such as lognormal/DGX) or exponential

decay. If it can generate a power law, the possible range of the exponent y is provided. Empty cells indicate that the
corresponding property does not occur in the corresponding model.
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Table lll. Taxonomy of Graph Generators (contd.)
Community

Diameter or Bip. core Clustering
Generator Avg path len. vssize |[Clklvsh coefficient Remarks
Erdis—Rényi [1960] CilogN) Indep. [Low, CCox N1
PLRG [Aiello et al. 2000], COilogN) Indep. CcC—0
PLOD [Palmer and Steffan 2000] for large N
Exponential cutoff O(logN) CC—0
[Newman et al. 2001] for large N
BA [Barabasi and Albert 1999] Oilog N) or CC ¢ N 978

Ol
Initial attractiveness
[Dorogovtsev and Mendes 2003]
AB [Albert and Barabasi 2000]
Edge copying [Kleinberg et al. Power-law
1999],
[Kumar et al. 1999]
GLP [Bu and Towsley 2002] Higher than Internet
AB BA PLRG only
Accelerated growth Non-monotonic
[Dorogovtsev et al. 2001], with N
[Barabdsi et al. 2002]
Fitness model
[Bianconi and Barabasi 2001]
Aiello et al. [2001]
Pandurangan et al. [2002]
Inet [Winick and Jamin 2002] Specific to
the AS graph

Forest Fire “shrinks” as
[Leskovec et al. 2005] N grows
Pennock et al. [2002]
Small-world O(N) for small N, CC(p) o N = num nodes
[Watts and Strogatz 1998] O(ln N) for large N, (1—pP, p = rewiring prob

D. Chakrabarti and C. Faloutsos. Graph mining:
Laws, generators, and algorithms.
ACM Comput. Surv., 38(1), 2006.

. Markus Strohmaier

depends on p

Indep of N

Waxman [1988]

BRITE [Medina et al. 2000]

Low (like in BA)

likein BA

BA + Waxman
with additions

Yook et al. [2002]

Fabrikant et al. [2002]

Tree, density 1

R-MAT [Chakrabarti et al. 2004]

Low (empirically)

The comparisons are made for graph diameter, existence of community structure (number of bipartite
cores versus core size, or clustering coefficient CC(k ) of all nodes with degree k versus k), and clustering
coefficient. N is the number of nodes in the graph. The empty cells represent information unknown to the
authors and require further research.
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Network Attacks

Informed vs. Random Attacks:

http://www-personal.umich.edu/~ladamic/ GUESS/resiliencedegree.html

. Markus Strohmaier 2009
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Percolation Theory
[Newman 2003]

A percolation process is one in which vertices or

edges on a graph are randomly designated either
“occupied” or “unoccupied”.

One of the main motivations for the percolation model
when it was first proposed in the 1950s was the
modeling of the spread of disease.

. Markus Strohmaier 2009
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Percolation Theory iy are e
[Newman 2003] interested in

percolation theory
in the Context of
Y Cj"“'--..r*x web SC.‘enCe?

xﬂ r’/
| L
i:/ \:j -

site percolation bond percolation

FIG. 13 Site and bond percolation on a network. In site per-
colation, vertices (“sites” in the physics parlance) are either
occupied (solid circles) or unoccupied (open cireles) and stud-
ies focus on the shape and size of the contiguous clusters of
occupied sites, of which there are three in this small exam-
ple. In bond percolation, it is the edges (“bonds™ in physics)
that are occupied or not (black or gray lines) and the vertices
that are connected together by occupied edges that form the
clusters of interest.

. Markus Strohmaier

2009
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Two Fundamental Network Process Distinctions

[N ewman 2003] Can you name examples

of these processes on the

web?

/Epidemic processes A

« such as influenza, which sweeps through the
population rapidly and infects a significant fraction of
\_ individuals in a short outbreak (cf. the SIR model) )

Endemic processes

* such as measles, which persists within the population
at a level roughly constant over time. The disease
can persist indefinitely, circulating around the
population and never dying out (cf. the SIS model)

. Markus Strohmaier 2009
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The SIR Model
[Watts 2004]

The SIR model of network epidemics

S Susceptible

Vulnerable to infection, but not yet been infected
I Infected

infected and infectious (can infect others)
R Removed

either recovered or ceased to pose a threat

Rules:

* New infections can only occur when an infected individual (an infective) comes
into direct contact with a susceptible.

« The susceptible can become infected, with probability p depending on
infectiousness of the disease and the characteristics of the susceptible

Who comes into contact with whom will depend on the populations‘ network
structure.

. Markus Strohmaier 2009
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Loss of
immunity

Recovery
(or death)

The SIR Model
[Watts 2004]

R\_/I

Figure 6.1. The three states of
the SIR model. Each member of
the population can be susceptible,
infected, or removed. Susceptible
individuals can become infected by
interacting with infectives.
Infectives can either recover or die,
thus ceasing to take part in the
dynamics. If they recover, they
might become susceptible again

through loss of immunity.

. Markus Strohmaier

2009
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In its simplest version,

* based on purely random e #.' e o
interactions s® o
S
» Rate of infection depends only T S
on the relative population sizes . 85 i
2 N e

The SIR Model
[Watts 2004]

Figure 6.2, Inthe classical version of the SIR model, interactions are
assumed to be purely random. One way to think of random interactions is as
individuals being mixed together in a large vat. The main consequence of the

random mixing assumption is that interaction probabilities depend only on the

relative population sizes, a feature that greatly simplifies analysis.
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The SIR Model
[Watts 2004]
Slow
A growth Explosive Burnout
phase phase phase Figure 6.4. Logistic growth,

B e ‘/ 5 —/— I displaying the slow-growth
© | | ;
_GC_J' | I phase, explosive phase, and
B | | burnout phase.
2 | i
2 : | In terms of the SIR model,

| : stopping an epidemic is

| roughly equivalent to
> preventing it from reaching

Time the explosive growth phase.

Reproduction - o _ _
rate Low  High  Low This implies focusing not on

the size of the initial
outbreak but on its rate of
growth.
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The SIR Model
[Watts 2004]

Each infection requires the
participation of both an
infected and a susceptibel

Slow-growth phase

individual.
<
The rate at which new infections 0;%
ca be generated depends on Explosive phase

the size of both populations.

Reproduction rate: the average Bumout phase
num ber Of new in feCt IVes Figure 6.3. In logistic growth, the rate of new infections depends on the size
gener ated by each curre ntly of the susceptible and infected populations. When either population is small (top
infected. and bottom diagrams), new infections are rare. But when both populations are

intermediate in size (middle diagram), infection rates are maximized.
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Condition for epidemics: reproduction rate >1 (threshold)

The SIR Model
[Watts 2004]

Note: That's the same threshold at which a giant component occurs

in networks

Fraction of all nodes in
largest component

1

Average number
of links per node

Figure 2.2.

Connectivity of a random
graph. The fraction of the
nodes connected in a single
companent changes
suddenly when the average
number of links per node

exceeds one.

SIR simulation: e.g.

Final fraction of

population infected

-k

fe e o o  m— ww os

R=1
Reproduction rate (R)

http://www.uni-tuebingen.de/modeling/Mod Pub Software SIR en.html

Figure 6.5. Phase
transition in the SIR
model. When the
reproduction rate (R) of
the disease exceeds one
(the epidemic
threshold},

an epidemic occurs.

Sl Diffusion in random networks: http://www-personal.umich.edu/~ladamic/NetLogo/ERdiffusion.html
S| Diffusion in scale-free networks: http://www-personal.umich.edu/~ladamic/NetLogo/BADiffusion.html
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Applications of Graph Generators and Growth
Models [Leskovec 2006]

Recapitulation:

« ,What if* scenarios

« Forecasting future parameters of computer and social networks
* Anomaly detection

« Graph sampling algorithms

« Realistic graph generators

Examples:

« Invites® to join GMail

* ,Invites” to buy Chumby

« Invites® to join Joost

« Vaccination strategies for epidemics
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Any questions?

See you next week!
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